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Cloud Computing —Super 25

1. Define the term cloud computing and explain in brief what is it about

Definition:

Cloud Computing is a technology that provides on-demand access to computing
resources—Iike servers, storage, databases, networking, software, and analytics—through
the internet (“the cloud”) instead of using local computers or private data centers.

Explanation:

Traditionally, organizations had to buy and maintain their own physical servers, storage
devices, and networking equipment. This required high cost, maintenance, and technical
expertise.

With cloud computing, these resources are hosted and managed by a cloud service provider
(like Amazon Web Services (AWS), Microsoft Azure, or Google Cloud Platform (GCP)).
Users can access these services anytime and anywhere through the internet, paying only for
what they use — just like electricity or water.

It’s similar to renting instead of buying — you don’t have to own the infrastructure; you just
use it when needed.

Key Features of Cloud Computing:

1. On-demand self-service:
Users can instantly provision resources (like storage or servers) without human help
from the provider.

2. Broad network access:
Services are available over the internet and can be accessed through laptops,
smartphones, or tablets.

3. Resource pooling:
Cloud providers use a multi-tenant model, where computing resources are shared
among multiple users securely.

4. Rapid elasticity (Scalability):
Resources can be easily scaled up or down based on the workload — for example, an
e-commerce site can handle more users during a sale.

5. Measured service (Pay-as-you-go):
Users are billed only for the resources they consume, reducing unnecessary COsts.
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Example:

When you use Google Drive to store your documents, Netflix to stream movies, or Gmail to
send emails, you are using cloud computing.

All your data and applications are hosted on remote cloud servers, managed by large data
centers — you just access them via the internet.

Cloud computing is about using the internet to access shared computing resources instead
of relying on your own hardware. It brings flexibility, scalability, cost savings, and
accessibility to both individuals and organizations.

Q2. List the Characteristics of Cloud Computing and Explain Them Briefly

Cloud computing has several key characteristics that make it different from traditional
computing models. These characteristics define how cloud services are delivered and used.

1. On-Demand Self-Service

Users can automatically access computing resources (like servers, storage, or virtual
machines) whenever they need them — without any human assistance from the service
provider.

Example: Creating a new virtual machine on AWS or Google Cloud instantly.

2. Broad Network Access

Cloud services are available over the internet and can be accessed from any device (laptop,
smartphone, tablet) and from any location with an internet connection.
Example: You can access Google Drive files from your phone or computer anywhere.

3. Resource Pooling

Cloud providers use a multi-tenant model, meaning physical and virtual resources are
pooled to serve multiple customers. These resources are dynamically assigned and reassigned
according to demand.

Example: The same data center may host resources for different users securely.
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4. Rapid Elasticity (Scalability)

Cloud computing resources can be quickly scaled up or down based on user demand. This
gives the impression of unlimited resources being available.

Example: During online sales, e-commerce sites increase their server capacity to handle extra
traffic.

5. Measured Service (Pay-as-You-Go Model)

Cloud systems automatically control and optimize resource usage by metering it. Users are
charged only for what they use — similar to how we pay for electricity or water.
Example: Paying monthly only for the amount of storage or computing power used.

3. Write a short note on demand self service with respect to cloud characteristics

On-Demand Self-Service (Cloud Characteristic)

Definition:

On-demand self-service is one of the key characteristics of cloud computing. It means that
users can access and manage computing resources (like storage, servers, virtual
machines, or applications) automatically whenever they need them, without requiring any
manual intervention or approval from the cloud service provider.

Explanation:

In traditional IT environments, setting up a new server or storage required time, hardware
installation, and help from administrators.

But in cloud computing, resources can be provisioned instantly through a web portal or API.
Users can request, configure, and deploy resources by themselves — anytime and from
anywhere.

This provides speed, flexibility, and independence, enabling businesses to respond quickly
to changes in workload or demand.

Example:

A company using Amazon Web Services (AWS) can log into the AWS Management
Console and create a new virtual server (EC2 instance) within minutes, without contacting
AWS staff.
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Q4. Compare the Various Cloud Delivery Models Based on Their
Characteristics

Cloud computing provides services through three main delivery models, also called service
models:

1. Infrastructure as a Service (laaS)
2. Platform as a Service (PaaS)
3. Software as a Service (SaaS)

Each model offers a different level of control, flexibility, and management.

1. Infrastructure as a Service (laaS)

« Definition: Provides virtualized computing resources like servers, storage, and
networks over the internet.

o User Controls: Users manage operating systems, applications, and data; the provider
manages the physical infrastructure.

« Examples: Amazon Web Services (EC2), Google Compute Engine, Microsoft Azure
Virtual Machines.

Key Characteristics:

« Highly scalable and flexible.
« Pay-as-you-go for infrastructure resources.
« Suitable for system administrators and IT professionals.

2. Platform as a Service (PaaS)

« Definition: Provides a platform and environment to allow developers to build, test,
and deploy applications without managing the underlying infrastructure.

e User Controls: Users manage only their applications and data; the provider manages
servers, storage, and runtime environment.

o Examples: Google App Engine, Microsoft Azure App Service, AWS Elastic
Beanstalk.

Key Characteristics:

o Developer-friendly — no need to handle infrastructure.
e Supports multiple programming languages and frameworks.
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« Faster development and deployment cycles.

3. Software as a Service (SaaS)

o Definition: Provides ready-to-use software applications over the internet. Users
simply access the application through a web browser.

o User Controls: The provider manages everything (infrastructure, platform, and
software). Users only handle application data and usage.

o Examples: Google Workspace (Docs, Gmail), Microsoft 365, Salesforce, Zoom.

Key Characteristics:
o No installation or maintenance required.

o Accessible from any device via the internet.
e Subscription-based pricing model.

Q5. Describe the Architecture of Cloud Computing with Neat Diagram

Definition:

The architecture of cloud computing defines the structure and components that work
together to deliver cloud services over the internet.

It explains how the front-end (client side) and back-end (cloud side) are connected through
a network (usually the internet) to provide resources like storage, applications, and
computing power on demand.

Main Components of Cloud Computing Architecture:

1. Front-End (Client Side):
e The part visible to the end-user.
o Itincludes user devices and applications used to access cloud services.
o Users interact with the cloud using web browsers, mobile apps, or client software.

Examples: Laptops, smartphones, browsers (like Chrome, Firefox), cloud dashboards.
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2. Back-End (Cloud Side):

e This is the core part of the cloud system that manages all resources and services.
o Itincludes servers, storage, databases, virtual machines, and application platforms.

Main Components:

o Application: Software or services that users access (e.g., Gmail, Google Drive).

e Service: Includes cloud service models — SaaS, PaaS, and laaS.

o Storage: Databases and file systems for saving user data.

o Infrastructure: Physical servers, networking components, and hardware.

« Virtualization: Enables multiple virtual machines on a single physical machine.

« Management and Security: Ensures system performance, security, and resource
allocation.

3. Cloud Network (Internet):

o Connects the front-end and back-end systems.
e Provides a communication medium for data transfer between users and cloud servers.

Neat Diagram:

Working Process:

=

The user sends a request through the front-end (browser/app).

The internet transmits this request to the back-end cloud infrastructure.

3. The back-end processes the request, performs computations, and retrieves or stores
data.

4. The result is sent back to the user through the internet.

N

Q6. Explain Cloud Delivery Model

Definition:
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A cloud delivery model refers to the type or form of cloud service provided to the users. It
defines what resources or services are delivered, how they are accessed, and who
manages which part of the system.

Cloud computing offers three primary delivery models, each providing a different level of
control, flexibility, and management responsibility.

The three main models are:
1. Infrastructure as a Service (laaS)

2. Platform as a Service (PaaS)
3. Software as a Service (SaaS)

1. Infrastructure as a Service (IaaS)

Explanation:

laaS provides the basic computing infrastructure over the internet — such as virtual
servers, storage, networking, and operating systems.

It is the foundation layer of cloud services.

In laaS, the cloud provider manages the physical infrastructure (servers, storage,
networking), while the user is responsible for installing and managing their own operating
systems, software, and applications.

It is similar to renting virtual hardware instead of owning physical machines.

Key Characteristics:

e Provides virtualized resources (compute, storage, network).
« Highly scalable and flexible — resources can be added or removed anytime.
o Pay-as-you-use pricing model.
« Users have full control over the software and OS environment.
Examples:

e Amazon Web Services (AWS EC2)
e Google Compute Engine (GCE)
e Microsoft Azure Virtual Machines

Use Case:

e Hosting websites
o Creating virtual data centers
e Running custom enterprise applications
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2. Platform as a Service (PaaS)

Explanation:

PaaS provides a complete platform for developers to build, test, and deploy applications —
without managing the underlying hardware or operating systems.

The cloud provider manages the servers, storage, and runtime environment, while users
focus only on application development.

It simplifies the software development process and accelerates application delivery.

Key Characteristics:

o Provides development tools, operating systems, and databases.

« Automatic scalability and resource management.

e Reduces time and cost for software development.

e Developers don’t worry about infrastructure or system maintenance.
Examples:

e Google App Engine
e Microsoft Azure App Service
e AWS Elastic Beanstalk

Use Case:

o Building and deploying web or mobile applications
o Creating APIs and software solutions

3. Software as a Service (SaaS)

Explanation:

SaaS delivers fully functional software applications over the internet.

Users don’t need to install or maintain the application; they simply access it through a web
browser.

The cloud provider manages everything — including the infrastructure, platform, and
software updates.

It is the most common delivery model for end users.

Key Characteristics:
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Ready-to-use applications accessed online.

Subscription-based pricing (monthly or yearly).

Accessible from any device connected to the internet.
Automatic updates and maintenance handled by the provider.

Examples:

e Google Workspace (Docs, Gmail, Drive)
e Microsoft 365 (Office Online)
o Salesforce, Zoom, Dropbox

Use Case:

« Email and collaboration tools
o Customer Relationship Management (CRM)
e Online document storage and sharing

Q7. Write a Short Note on SOA (Service-Oriented Architecture)

Definition:

SOA (Service-Oriented Architecture) is a software design approach in which applications
are built by combining small, independent, and reusable software components called
services.

Each service performs a specific business function and communicates with other services
through standard protocols (such as HTTP, XML, SOAP, or REST).

Explanation:

In SOA, software systems are designed as a collection of loosely coupled services that can
be used and reused across different applications.

Each service is self-contained, meaning it can operate independently and interact with other
services over a network.

SOA makes it easier for organizations to integrate different systems, enhance flexibility, and
reuse existing services without rewriting code.

Key Characteristics of SOA:
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1. Loose Coupling:
Services are independent and not tightly bound to each other.
2. Reusability:
Services can be reused in multiple applications.
3. Interoperability:
Different systems can communicate using standard protocols.
4. Discoverability:
Services can be easily found and invoked through a service registry.
5. Composability:
Multiple services can be combined to form larger business processes.

Example:

In an online shopping system:
o One service handles user authentication,
e Another handles payment processing,

e Another manages order tracking.
All these services can be used together or separately by different applications.

Advantages of SOA:
« Promotes reusability and scalability.
o Improves integration between different systems.

« Easier maintenance and upgrading of individual services.
o Encourages standardization of communication between software components.

Q8. Explain the core components of virtualization

Virtualization is the process of creating a virtual version of computing resources such as
servers, storage, networks, or operating systems. It allows multiple virtual machines (VMs) to
run on a single physical machine by sharing its resources efficiently.

The core components of virtualization are as follows:

1. Host Machine

The host machine (or physical server) is the actual hardware on which virtualization is
implemented.
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It provides CPU, memory, storage, and network resources that are shared among multiple
virtual machines.

o Example: A physical server in a data center running several VMs.

2. Guest Machine

The guest machine (or virtual machine) is the virtual instance that runs on the host system.
Each guest machine has its own virtual CPU, memory, storage, and operating system.

e Example: A Linux VM running on a Windows host.

3. Hypervisor

The hypervisor (also known as Virtual Machine Monitor - VMM) is the core software layer
that enables virtualization.

It manages and allocates physical resources (CPU, RAM, etc.) to each virtual machine and
ensures isolation among them.

There are two main types of hypervisors:

e Type 1 (Bare-metal): Runs directly on the hardware (e.g., VMware ESXi, Microsoft
Hyper-V, Xen).

e Type 2 (Hosted): Runs on top of a host operating system (e.g., Oracle VirtualBox,
VMware Workstation).

4. Virtual Hardware

Each virtual machine has virtualized components such as virtual CPUs, memory, disks, and
network interfaces provided by the hypervisor.

These simulate the physical hardware so that the guest OS and applications can run as if they
were on a real machine.

5. Virtualization Layer / Software

This layer abstracts the hardware and allows multiple operating systems to coexist on the
same hardware independently.

It provides features like resource scheduling, device emulation, and memory management
to ensure efficient performance.
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6. Storage and Network Virtualization

These components handle the virtual storage (like virtual hard disks) and virtual networks
(like virtual switches) that connect virtual machines to each other and the outside world.
They enable data isolation, scalability, and flexibility in virtual environments.

Example:

In a data center, a single high-performance physical server (host) runs a hypervisor (like
VMware ESXi). It hosts multiple virtual machines (guests), each with its own OS (e.qg.,
Windows, Linux) and applications, all sharing the same underlying hardware efficiently.

Feature

Definition

Architecture

Performance

Security

Use Case

Examples

Resource Management

Maintenance

Type 1 Hypervisor (Bare-metal)

Installed directly on the physical
hardware of the host system.

Runs directly on hardware, without any
host OS.

High performance and efficiency (less

overhead).

Maore secure as it has direct control over

hardware.

Used in enterprise environments and

data centers.

VMware ESXi, Microsoft Hyper-V (Server),

Ken, KVM.

Directly manages and allocates hardware

resources.

Requires more expertise for installation

and maintenance.

Type 2 Hypervisor (Hosted)

Installed on top of an existing operating

system.

Runs as an application within a host

operating system.

Slightly lower performance due to the extra
0OS layer.

Less secure since it depends on the host OS

security.

Used in personal computers or testing

environments.

VMware Workstation, Oracle VirtualBox,
Parallels Desktop.

Relies on host OS5 for resource management.

Easier to install and use for beginners.

Q10. What are the types of hardware-level virtualization

Definition:

Hardware-level virtualization (also called system-level virtualization) is a technique in
which a virtual machine (VM) is created directly on the hardware layer using a

hypervisor.
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The hypervisor allows multiple operating systems to share the same physical hardware by
providing each OS its own virtual hardware environment.

This enables efficient utilization of resources such as CPU, memory, storage, and network,
while ensuring isolation between virtual machines.

Types of Hardware-Level Virtualization:

1. Full Virtualization

« Infull virtualization, the hypervisor completely emulates the underlying
hardware, allowing multiple operating systems to run unmodified.
e [Each VM behaves as if it has its own physical hardware.
e The guest OS is unaware that it’s running in a virtualized environment.
Examples: VMware ESXi, Microsoft Hyper-V, Oracle VirtualBox.
Advantages:

e No need to modify guest OS.
« Strong isolation between VMs.

Disadvantages:

o Slight performance overhead due to hardware emulation.

2. Para-Virtualization
« In para-virtualization, the guest operating system is modified to communicate
directly with the hypervisor instead of emulating hardware.
« This reduces overhead and improves performance since the guest OS is aware it is
running in a virtualized environment.
Examples: Xen, VMware with VMware Tools.

Advantages:

o Better performance and resource utilization.
e Less overhead compared to full virtualization.

Disadvantages:
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e Requires modification of the guest OS (not all OSs are compatible).

3. Hardware-Assisted Virtualization

o Modern CPUs (like Intel and AMD) provide built-in virtualization support using
technologies such as Intel VT-x and AMD-V.

e The CPU assists the hypervisor by handling certain virtualization tasks directly in
hardware.

« This reduces software overhead and improves efficiency.

Examples: KVM (Kernel-based Virtual Machine), VMware ESXi (with VT-x/AMD-V
support).

Advantages:

« High performance and security.
e Minimal hypervisor overhead.
e Supports unmodified guest OS.

Disadvantages:

e Requires hardware with virtualization support.

11. Explain the concept of Live VM Migration

Definition:

Live VM migration is the process of moving a running virtual machine (VM) from one
physical host to another without shutting it down or interrupting its services. It allows
seamless transfer of the VM’s memory, storage, and execution state so that applications
running inside the VM continue to operate without noticeable downtime.

Concept Overview:

In a virtualized cloud environment, multiple VMs run on physical servers. Sometimes, for
load balancing, hardware maintenance, or energy efficiency, it becomes necessary to move a
VM to another host.

Live VM migration ensures this movement happens while the VM remains operational —
users connected to it usually do not notice the change.

Mob No : 9326050669 / 9372072139 | Youtube : @v2vedtechllp|

Insta : v2vedtech | App Link | v2vedtech



tel:9326050669
tel:9372072139
https://www.youtube.com/@v2vedtechllp
https://www.instagram.com/v2vedtech/
https://play.google.com/store/apps/details?id=co.marshal.hnwhp&hl=en_IN

V2V EdTech LLP | Cloud Computing (CO) (315325) | Super 25

Steps Involved in Live VM Migration:

1. Pre-Migration Phase:
o A destination host is selected that meets the resource requirements (CPU,
RAM, storage, etc.) of the VM.
o Compatibility between source and destination hosts is verified.
2. Reservation Phase:
o Resources (CPU cycles, memory space, etc.) are reserved on the destination
machine to host the VM.
3. Memory Transfer Phase (Pre-Copy Migration):
o The VM’s memory pages are copied from the source to the destination while
the VM continues running.
o If some pages change during this time (called dirty pages), they are re-copied
in subsequent rounds until the number of dirty pages becomes small.
4. Stop-and-Copy Phase:
o The VM is briefly paused.
o The remaining dirty memory pages, CPU state, and device state are transferred
to the destination.
o This phase lasts for a few milliseconds.
5. Commit and Activation Phase:
o The VM resumes its execution on the destination host.
o Network connections are redirected to the new host.
6. Completion Phase:
o The source host releases the resources used by the VM.

Advantages of Live VM Migration:

e Zero or minimal downtime for applications and services.

e Load balancing: Workloads can be redistributed across servers dynamically.

o Hardware maintenance: Physical hosts can be updated or repaired without shutting
down VMs.

« Energy efficiency: Underutilized servers can be powered down by moving VMs
elsewhere.

e Improved fault tolerance: Helps avoid failures by preemptively migrating VMs
from a failing host.

Example:

In a cloud data center, if one server’s CPU usage becomes too high, a VM can be live-
migrated to another less busy server — ensuring smooth performance without disconnecting
users.
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12. Write a Short Note on Cloud File System

A Cloud File System (CFS) is a distributed storage system that allows users and
applications to store, manage, and access files over the internet as if they were stored on a
local computer. It provides a virtualized file storage infrastructure where data is stored
across multiple servers in the cloud, ensuring scalability, availability, and reliability.

Key Features of Cloud File System:

1. Scalability:
o Storage capacity can grow automatically as the volume of data increases.
o No need for manual hardware upgrades.
2. Accessibility:
o Files can be accessed from anywhere and on any device with an internet
connection.
o Supports collaborative file sharing.
3. Fault Tolerance & Reliability:
o Data is replicated across multiple servers or data centers.
o Ensures data availability even if one server fails.
4. Data Consistency:
o Ensures that all users see the same version of the data, even when files are
accessed concurrently.
5. Security:
o Provides encryption, authentication, and access control mechanisms to protect
stored data.

Architecture Overview:
A typical cloud file system consists of:

o Client Interface: Provides APIs or interfaces for applications/users to store and
retrieve files.

o Metadata Server: Manages information about file locations, permissions, and
structure.

o Storage Nodes: Store the actual data blocks of the files.

o Replication and Backup Services: Ensure data durability and fault recovery.

Examples of Cloud File Systems:

e Google File System (GFS) — developed by Google for large-scale data processing.
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o Hadoop Distributed File System (HDFS) — used in big data frameworks for
distributed storage.

e Amazon Elastic File System (EFS) — scalable file storage for AWS cloud services.

e Microsoft Azure Files — fully managed file shares accessible via SMB protocol.

Advantages:
« Eliminates the need for local storage management.
o Offers high availability and disaster recovery.
e Supports multi-user access and easy data sharing.
o Enables efficient large-scale data analytics.

13. Explain Virtual Data Centre (VDC)

A Virtual Data Centre (VDC) is a virtualized infrastructure environment that provides
computing resources such as servers, storage, networking, and security in a virtualized
form, managed through cloud technology. It acts as a logical pool of cloud infrastructure
resources that can be dynamically allocated and managed as needed — just like a traditional
physical data centre, but implemented through virtualization.

Concept Overview:

In traditional data centres, physical servers, storage systems, and network equipment are used
to run applications.

In a Virtual Data Centre, these physical components are replaced by virtual machines
(VMs), virtual networks, and virtual storage — all managed through a centralized
software platform.

Thus, a VDC provides the same capabilities as a physical data centre but with greater
flexibility, scalability, and cost-efficiency.

Components of a Virtual Data Centre:

1. Virtual Machines (VMs):
o Provide virtual computing power (CPU, memory) for running applications.
o Can be created, scaled, or deleted as needed.
2. Virtual Storage:
o Storage resources are pooled and presented as virtual disks to VMs.
o Managed through cloud storage systems like SAN or NAS.
3. Virtual Network:
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o Software-defined networking (SDN) allows creation of virtual switches,
routers, and firewalls.
o Enables communication between VMs and external systems securely.

4. Management and Orchestration Layer:

o Centralized control interface to monitor, allocate, and manage resources.
o Tools like VMware vCenter, OpenStack, or Microsoft System Center are used.

5. Security and Policy Management:

o Provides access control, encryption, and network isolation for secure
operations.

Advantages of Virtual Data Centre:

Scalability: Resources can be expanded or reduced on demand.

Cost Efficiency: Reduces the need for physical hardware and maintenance.

High Availability: Ensures service continuity through redundancy and live migration.
Faster Deployment: Virtual resources can be provisioned in minutes.

Centralized Management: Easier monitoring and automation through cloud
management tools.

Energy Efficiency: Optimizes resource utilization and reduces power consumption.

Use Cases:

Hosting multiple applications in isolated environments.

Supporting disaster recovery and business continuity.

Running development, testing, and production environments in the same cloud setup.
Enabling hybrid or multi-cloud infrastructure.

Example:

VMware’s vCloud Suite and Microsoft Azure Virtual Data Centre are popular
implementations that allow enterprises to build and manage virtualized data centres in a cloud
environment.

14. Explain the Architecture of GFS (Google File System)

The Google File System (GFS) is a scalable, distributed file system developed by Google
to manage large-scale data processing applications that handle massive datasets.

It is designed to provide high performance, fault tolerance, reliability, and scalability
using clusters of inexpensive commodity hardware.
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Overview:
GFS is optimized for:

o Handling large files (GBs or TBs in size),
e Supporting large-scale data processing workloads,
e And tolerating frequent hardware failures through replication.

Architecture of GFS:

The GFS architecture follows a master—chunkserver—client model, consisting of three main
components:

1. GFS Master Server

o The master is the central controller of the entire file system.
« It maintains all metadata, such as:

o Namespace (directory structure and file names)

o Mapping between files and chunks

o Locations of each chunk replica
e It handles:

o File creation, deletion, and replication decisions

o Chunk allocation and garbage collection

o Load balancing among chunkservers

1 There is typically one master server per GFS cluster.

2. Chunkservers

« These are the data nodes that actually store file data.

« Eachfile in GFS is divided into fixed-size chunks (usually 64 MB), and each chunk
is replicated (typically 3 copies) across multiple chunkservers for fault tolerance.

o Chunkservers read and write data upon client or master instructions.

e They periodically send heartbeat messages to the master to report their status.

1 Each chunk is identified by a unique 64-bit chunk handle assigned by the master.

3. Clients

o Clients are the users or applications that access the GFS.
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e They communicate with the master to get metadata (like chunk locations).
o After that, clients directly interact with chunkservers to read or write data — this
reduces the master’s workload.

1 The client’s interaction is coordinated by the master but data transfer happens directly
between the client and chunkservers.

Working of GFS:
1. Read Operation:

1. The client requests file metadata (chunk locations) from the master.
2. The master returns the locations of the chunk replicas.
3. The client directly contacts one of the chunkservers to read the data.

2. Write Operation:

The client requests the master for chunk replica locations.

The master provides primary and secondary chunkservers.

The client sends the data to all replicas (pipeline fashion).

The primary chunkserver controls the write order and ensures consistency across
replicas.

5. Acknowledgements are sent back to the client after successful writing.

N =

Fault Tolerance in GFS:

Chunk Replication: Each chunk is stored in multiple chunkservers (default 3).
Heartbeat Mechanism: Detects failed servers quickly.

Re-replication: Master automatically creates new replicas for lost chunks.
Checksums: Verify data integrity and detect corruption.

Key Features of GFS:

Scalability: Can store petabytes of data across thousands of machines.

High Throughput: Optimized for large streaming reads and appends.

Fault Tolerance: Built-in replication and recovery mechanisms.

Simplified Design: Commodity hardware and simple data model.

Efficient for Large Files: Optimized for batch processing rather than small file
operations.

15. Write a Short Note on HDFS (Hadoop Distributed File System)
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The Hadoop Distributed File System (HDFS) is a distributed file storage system designed
to store and process large datasets efficiently across clusters of commodity hardware. It is
the core component of the Hadoop ecosystem, inspired by the Google File System (GFS),
and is optimized for high throughput and fault tolerance rather than low latency.

Key Features of HDFS:

1. Distributed Storage:
o Files are split into large fixed-size blocks (usually 128 MB or 256 MB) and
distributed across multiple servers in a cluster.
2. Replication for Fault Tolerance:
o Each data block is replicated (by default 3 times) across different nodes to
ensure data reliability even if some nodes fail.
3. High Throughput:
o Designed to support batch processing of large datasets rather than frequent
small reads and writes.
4. Scalability:
o Easily scales to thousands of nodes and petabytes of data.
5. Data Locality:
o Moves computation to where the data resides, reducing data transfer
overhead and improving performance.
6. Fault Tolerance and Recovery:
o Automatically detects and recovers from hardware failures by replicating lost
data blocks.

Architecture of HDFS:
HDFS follows a master—slave architecture consisting of two main components:

1. NameNode (Master Node):
o Manages the metadata of the file system.
o Keeps track of file names, directories, and the mapping of file blocks to
DataNodes.
o Does not store the actual data, only metadata.
2. DataNodes (Slave Nodes):
o Store the actual data blocks of the files.
o Handle read/write requests from clients.
o Periodically send heartbeat and block reports to the NameNode to confirm
availability.

Working of HDFS:
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e When a client stores a file:
1. The file is divided into blocks.
2. The NameNode determines where to place these blocks.
3. DataNodes store the blocks, and each block is replicated across multiple
nodes.
e When a client reads a file:
1. The NameNode provides the DataNode locations.
2. The client reads data directly from the nearest DataNode for efficiency.

Advantages of HDFS:

o Fault-tolerant and reliable.

o Cost-effective — uses low-cost commodity hardware.

o Scalable and flexible for big data applications.

e Supports large-scale data analytics frameworks like MapReduce and Spark.

Limitations:

o Not suitable for small files or low-latency applications.
« Single NameNode can be a bottleneck or single point of failure (though High
Availability is now supported).

16. Explain SLA Management Phase

The SLA Management Phase in cloud computing refers to the process of creating,
monitoring, and enforcing the Service Level Agreement (SLA) between a cloud service
provider and a customer.

An SLA (Service Level Agreement) defines the quality, availability, and responsibilities
associated with a cloud service — such as uptime, performance, response time, and support
commitments.

The SLA Management Phase ensures that these agreed-upon terms are fulfilled throughout
the service lifecycle, and that both parties maintain transparency and accountability.

Phases of SLA Management:

The SLA management process generally includes five major phases:
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1. Service Definition Phase

« In this phase, both the provider and the customer define the service requirements
and performance metrics.
e Key metrics include:
o Availability (e.g., 99.9% uptime)
o Response time
o Throughput
o Data security and backup frequency
e The goal is to establish measurable service parameters.

2. SLA Creation and Negotiation Phase

« The service provider and client negotiate the SLA terms based on customer needs
and provider capabilities.
e The agreement specifies:
o Roles and responsibilities of both parties
o Service level objectives (SLOs)
o Penalties or compensation for SLA violations
o Reporting and monitoring procedures
o The finalized SLA becomes a formal contract between both parties.

3. SLA Implementation Phase

e The SLA is put into operation.

e The service provider configures monitoring tools and resource management
systems to meet the defined metrics.

e The customer starts using the service under SLA terms.

4. SLA Monitoring and Reporting Phase

e This is the most critical phase.

e The system continuously monitors service performance parameters such as uptime,
latency, and resource usage.

« Monitoring tools automatically track and log SLA metrics.

e Regular reports are generated to show compliance and detect deviations.

Example: If the SLA specifies 99.9% uptime per month, the monitoring system will check
and report whether this condition is being met.
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5. SLA Review and Re-Negotiation Phase

o Periodically, both parties review the SLA performance reports.

o If requirements or conditions change (e.g., increased workload or new security
policies), the SLA can be updated or renegotiated.

o Helps in maintaining continuous improvement and customer satisfaction.

Objectives of SLA Management:

e Ensure transparency in service quality.

« Maintain accountability between provider and customer.

o Detect and resolve performance issues proactively.

e Support continuous improvement in cloud service delivery.

17. List and Explain Types of SLA (Service Level Agreement)

A Service Level Agreement (SLA) is a formal contract between a cloud service provider
and a customer that defines the expected level of service, including performance metrics,
responsibilities, and guarantees.

Depending on the scope, parties involved, and purpose, SLAs are classified into three
main types:

1. Customer-Based SLA

e A Customer-Based SLA is created for an individual customer or organization,
covering all the services used by that specific customer.
« It defines customized service levels based on the customer’s needs and expectations.

Example:
A company purchasing cloud services (e.g., storage, compute, and email hosting) from AWS
may have a single SLA covering all these services — such as:

e 99.9% uptime guarantee
e 24]7 technical support
o Data backup every 12 hours

Advantages:

o Tailored to specific customer requirements
« Simplifies service management for that customer
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Use Case:
Used when a single customer needs multiple services from one provider (e.g., enterprise-
level clients).

2. Service-Based SLA

e A Service-Based SLA applies to a specific service that is the same for all customers
using it.
e The provider offers a uniform level of service for all users of that particular service.

Example:
A cloud storage provider guarantees:

e 99.5% uptime for the storage service
o Data retrieval time within 200 milliseconds

All customers using the same service receive the same SLA terms.
Advantages:

o Easier to manage and standardize
o Suitable for mass-market or public cloud services

Use Case:
Used in public cloud services like Google Drive, Microsoft OneDrive, or AWS S3.

3. Multi-Level SLA

o A Multi-Level SLA is a layered agreement structure that defines different levels of
service for different groups or users within the same organization.
o Itallows for flexibility and differentiation among departments or user roles.

Subtypes of Multi-Level SLA:

1. Corporate-Level:
o Covers general service issues common to all users within an organization.
o Example: Security policies, company-wide network availability.
2. Customer-Level:
o Defines specific services for a particular group or department.
o Example: Finance department requiring higher data backup frequency.
3. Service-Level:
o Specifies conditions for particular services provided to specific users or teams.

Advantages:
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e Supports organizations with diverse service needs
o Offers customization at multiple levels

Use Case:
Used in large enterprises with multiple departments or business units.

18. Write a Short Note on Life Cycle of SLA (Service Level Agreement)

The Life Cycle of an SLA describes the sequential stages through which a Service Level
Agreement (SLA) passes — from its creation to termination or renewal.

It ensures that the SLA remains accurate, effective, and aligned with both the customer’s
requirements and the service provider’s capabilities throughout its duration.

Phases of the SLA Life Cycle:

The SLA life cycle typically consists of five major phases:

1. SLA Creation (or Definition) Phase

« This is the initial phase, where both the service provider and customer define and
document the service requirements and performance standards.
o Key activities include:
o ldentifying services to be provided
o Defining measurable Service Level Objectives (SLOs) such as uptime,
response time, and throughput
o Setting responsibilities and penalties for non-compliance

Goal: To clearly define what services are to be delivered and under what conditions.

2. SLA Negotiation Phase

« Inthis phase, both parties discuss, modify, and finalize the SLA terms.
« Negotiation ensures that the SLA is realistic, fair, and mutually beneficial.
e Adjustments are made to:

o Performance targets

o Pricing models

o Penalty or reward clauses

Goal: To arrive at an agreement that satisfies both provider and customer.
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3. SLA Implementation Phase

e The agreed SLA is put into operation.

e The service provider deploys necessary tools, systems, and monitoring mechanisms
to meet SLA parameters.

o Customers begin using the service as per the agreement.

Goal: To ensure that the SLA terms are practically applied in real service delivery.

4. SLA Monitoring and Reporting Phase

« During this phase, service performance is continuously monitored and compared
against the defined SLA metrics.

« Monitoring tools track uptime, latency, response time, etc.

o Reports are generated periodically to evaluate compliance and detect any deviations.

Goal: To ensure transparency, accountability, and ongoing service quality.

5. SLA Review, Renewal, or Termination Phase

o Periodic reviews are conducted to assess the effectiveness of the SLA.

« If business needs or technologies change, the SLA can be:
o Revised/Renegotiated: To update performance metrics or terms.
o Renewed: To extend the agreement period.
o Terminated: If the service is no longer required or is replaced.

Goal: To ensure the SLA remains relevant and beneficial over time.

19. Describe Principles of Cloud Security

Cloud Security refers to a set of policies, technologies, and controls designed to protect
data, applications, and infrastructure in cloud environments from unauthorized access,
data breaches, and cyber threats.

The principles of cloud security serve as foundational guidelines to ensure confidentiality,
integrity, and availability (CI1A) of cloud-based systems.

Key Principles of Cloud Security:

1. Confidentiality
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o Ensures that data is accessible only to authorized users and remains protected from
unauthorized access or disclosure.
e Achieved through:
o Data encryption (at rest and in transit)
o Strong authentication and access control
o ldentity and Access Management (IAM) systems

Example: Encrypting user data before storing it in cloud storage (like AWS S3 or Google
Cloud Storage).

2. Integrity

o Ensures that data and system configurations are not altered or tampered with
during storage or transmission.
o Integrity is maintained using:
o Hash functions and digital signatures
o Checksums and version control
o Secure APIs to prevent unauthorized modification

Example: A checksum verification during file upload ensures the file hasn’t been corrupted.

3. Availability

« Ensures that cloud services and data are available whenever required by
authorized users.
e Achieved by:
o Redundancy and failover mechanisms
o Load balancing and auto-scaling
o Disaster recovery and backup systems

Example: Cloud providers use multiple data centers to ensure uptime (e.g., 99.99%
availability SLA).

4. Authentication and Access Control

o Ensures that only verified users and systems can access cloud resources.
e Methods include:
o Multi-Factor Authentication (MFA)
o Role-Based Access Control (RBAC)
o Principle of Least Privilege (POLP) — users get only the permissions they
need.
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Example: Cloud administrators using MFA to access the management console.

5. Compliance and Legal Requirements

o Cloud providers and users must adhere to regulatory standards and data protection
laws such as:
o GDPR, HIPAA, ISO/IEC 27001, etc.
o Ensures data privacy, auditability, and accountability.

Example: Healthcare data stored in the cloud must comply with HIPAA regulations.

6. Data Protection and Encryption

« Sensitive data must be encrypted both during transmission and storage.
« Data protection involves:

o Key management systems

o Secure data deletion methods

o Tokenization and masking for sensitive information.

Example: AWS KMS (Key Management Service) manages encryption keys securely.

7. Monitoring and Incident Response

« Continuous monitoring and logging help detect security threats or anomalies.
e Includes:

o Intrusion detection systems (IDS)

o Automated alerts for unusual activities

o Incident response plans to minimize damage after breaches.

Example: Using AWS CloudWatch or Azure Security Center for real-time threat monitoring.

8. Shared Responsibility Model

o Security in the cloud is a shared responsibility between the cloud service provider
(CSP) and the customer.
o CSP: Secures the cloud infrastructure (hardware, network, physical security).
o Customer: Secures data, access, and applications running on the cloud.

Example: In AWS, the provider secures the hardware, but the customer secures their data
and 1AM policies.
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9. Auditing and Accountability

« Regular security audits and compliance checks ensure adherence to security
policies.
o Cloud providers maintain detailed logs for user activity and access control.

Example: CloudTrail logs all API requests in AWS for audit purposes.

20. Write a Short Note on Security and Governance Services in Cloud

Security and Governance Services in cloud computing are mechanisms, tools, and policies
that ensure data protection, compliance, risk management, and proper control over cloud
resources.

They help organizations maintain trust, transparency, and accountability while using
cloud infrastructure and services.

1. Cloud Security Services

These services protect cloud-based systems, data, and networks from unauthorized access,
data breaches, and cyberattacks.
They focus on implementing preventive, detective, and corrective measures.

Key Components:

e a) ldentity and Access Management (IAM):
Controls who can access which resources and what actions they can perform.
Example: AWS IAM, Azure Active Directory, Google Cloud IAM.

« Db) Data Protection and Encryption:
Encrypts data at rest and in transit to prevent unauthorized access.
Example: AWS KMS, Azure Key Vault.

e ) Network Security:
Uses firewalls, VPNs, and intrusion detection systems (IDS/IPS) to secure network
traffic.
Example: AWS Security Groups, Azure Firewall.

e d) Threat Detection and Monitoring:
Provides real-time monitoring of cloud environments to detect and respond to
threats.
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Example: AWS GuardDuty, Azure Security Center, Google Cloud Security
Command Center.

e ¢) Compliance Management:
Ensures that cloud operations meet industry and government regulations such as
GDPR, HIPAA, or ISO standards.

2. Cloud Governance Services

Cloud governance refers to the framework of rules, policies, and processes that define how
an organization manages and controls its cloud resources.

It ensures that cloud operations are secure, compliant, cost-effective, and aligned with
business goals.

Key Components:

e a) Policy Management:
Establishes policies for resource usage, access control, and data storage.
e b) Resource Management and Tagging:
Tracks and categorizes cloud resources to monitor usage and prevent sprawl.
e ¢) Cost Management and Budgeting:
Controls spending through monitoring and alerts for cost optimization.
Example: AWS Cost Explorer, Azure Cost Management.
e d) Audit and Compliance:
Regularly audits cloud activities to ensure adherence to internal and external
regulations.
e €) Automation and Governance Tools:
Cloud providers offer automated governance tools to enforce policies.
Example:
o AWS Config (tracks resource configuration)
o Azure Policy (enforces compliance rules)
o Google Cloud Organization Policy Service

Benefits of Security and Governance Services:

« Protects data and applications from threats

o Ensures compliance with legal and regulatory standards
« Improves visibility and control over resources

o Prevents unauthorized access and misuse of services

e Reduces operational risk and financial loss
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21. Describe the Identity Management Life Cycle

The Identity Management Life Cycle (IDM Life Cycle) refers to the end-to-end process
of managing digital identities of users, systems, and devices within an organization or cloud
environment.

It ensures that the right individuals have the right access to the right resources at the
right time — securely and efficiently.

Identity Management (IdM) is a critical part of cloud security and governance, helping
maintain access control, accountability, and compliance.

Phases of Identity Management Life Cycle:

The Identity Management Life Cycle generally consists of five main stages:

1. Identity Creation (Provisioning)

« This is the initial phase, where a new digital identity is created for a user, device, or
application.

« Involves collecting user information (like name, role, department, and permissions).

o The identity is registered in the directory service or identity management system.

Example:
Creating a new employee account in the company’s Active Directory or cloud IAM system
(e.g., AWS IAM, Azure AD).

Goal:
To establish a unique and verified digital identity within the system.

2. ldentity Maintenance (Administration / Updating)

o During the user’s lifecycle (employment, role changes, or project updates), their
identity and permissions may need to be modified.
e Includes updating attributes such as:
o Role or department changes
o Access level updates
o Password resets or key renewals

Example:
Promoting a user from “Analyst” to “Manager” and granting additional access rights.
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Goal:
To ensure the user always has appropriate and current access privileges.

3. Identity Enforcement (Authentication and Authorization)

e Ensures secure access by verifying identity and controlling permissions.
o Authentication: Confirms who the user is (via password, biometrics, MFA).
e Authorization: Determines what the user is allowed to do (based on roles, policies,

or attributes).
e Uses Role-Based Access Control (RBAC) or Attribute-Based Access Control

(ABAC).

Example:
A cloud admin logs into AWS Console using Multi-Factor Authentication and is authorized

to modify S3 buckets.

Goal:
To enforce secure and policy-based access control.

4. ldentity Monitoring (Auditing and Compliance)

« Regularly monitors user activities, login attempts, and access logs.

o Helps detect unauthorized activities or potential security breaches.

e Supports compliance audits and ensures adherence to policies (e.g., GDPR, ISO
27001).

Example:
Tracking login patterns using tools like AWS CloudTrail or Azure Monitor to detect

suspicious access.

Goal:
To maintain transparency, accountability, and continuous security assurance.

5. Identity Deactivation (De-provisioning / Termination)

e When a user leaves the organization or no longer needs access, their identity must be
revoked or deleted.
e De-provisioning involves:
o Removing access permissions
o Deleting or disabling accounts
o Archiving logs for audit purposes
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Example:
Disabling a user’s corporate account and revoking access to cloud applications after
resignation.

Goal:
To prevent unauthorized access from inactive or orphaned accounts.

Benefits of Proper Identity Management:

o Enhanced security: Prevents unauthorized access.

o Operational efficiency: Automates provisioning and access control.
« Regulatory compliance: Meets audit and data protection standards.
o Reduced insider threats: Ensures least-privilege access.

22. How Can You Securely Delete the Data in Cloud

Secure data deletion in the cloud is a critical process that ensures sensitive or confidential
information is completely removed from cloud storage systems — so it cannot be
recovered or misused by unauthorized users.

Because cloud environments are multi-tenant and virtualized, special techniques and
policies are required to ensure data is deleted safely and permanently.

1. Concept of Secure Data Deletion

Secure deletion means removing all copies, backups, and traces of data from cloud storage
in a way that makes data recovery impossible — even using advanced forensic tools.

It ensures that when data is deleted, it cannot be accessed by any other tenant or service
provider.

2. Methods for Secure Data Deletion in Cloud
a) Cryptographic Erasure

« This is one of the most common and effective methods in cloud environments.

e The data is encrypted before storage, and deletion is performed by destroying the
encryption keys.

e Without the keys, the encrypted data becomes unreadable and useless.
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Example:
AWS, Azure, and Google Cloud use Key Management Services (KMS) — deleting the
encryption key effectively renders the data inaccessible.

Advantage:
Fast and secure, even for large volumes of data.

b) Overwriting (Data Sanitization)

e Involves writing random bits or patterns over the existing data multiple times to
ensure the original content is unrecoverable.

e Used mostly in on-premises or laaS cloud models where the customer controls the
storage layer.

Example:
Using tools that overwrite cloud block storage volumes before deletion (e.g., shred,
sdelete, Or cloud-native APIs).

Advantage:
Effective for physical drives or allocated virtual disks.

c) File Shredding / Secure Delete Tools

e Uses specialized tools or APIs to delete individual files securely by overwriting and
removing file metadata.
o Prevents file recovery through forensic methods.

Example:
Azure and Google Cloud provide APIs to delete blobs or objects permanently with no version
recovery option.

d) Data Lifecycle Management (DLM) Policies

o Cloud platforms allow users to define automatic data retention and deletion
policies.

e When data reaches its end-of-life, it’s automatically purged from all storage locations
and backups.

Example:
Google Cloud’s Object Lifecycle Management, AWS S3 Lifecycle Policies.
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Advantage:
Automates secure deletion and reduces human error.

e) Physical Destruction (for Hardware-Controlled Environments)

« In cases of private cloud or data centres owned by the organization, physical
destruction (shredding or degaussing of drives) ensures data is unrecoverable.

Example:
Crushing or degaussing magnetic disks before disposal.

3. Cloud Provider Practices for Secure Deletion

Most major cloud providers follow strict data sanitization and destruction standards, such
as:

« NIST SP 800-88 (Guidelines for Media Sanitization)
e ISO/IEC 27040 (Storage Security)
o DoD 5220.22-M (Data Erasure Standard)

They ensure:

o Data is deleted from active storage and replicas
o Backups are securely purged after expiration
o Disk drives are sanitized or destroyed before reuse

4. Best Practices for Users

Encrypt all data before uploading to cloud.

Use customer-managed encryption keys (CMEK) and delete them when needed.
Apply retention and deletion policies through DLM tools.

Verify deletion using audit logs or compliance reports.

Use multi-factor authentication to prevent unauthorized deletion requests.
Ensure contracts and SLAs include clear data deletion guarantees from the cloud
provider.

IS e

5. Example: AWS Secure Deletion Process

o Data stored in S3, EBS, or RDS is encrypted.
e When a user deletes data:
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The object is marked for deletion.

Replicated copies are also deleted.

Encryption keys are invalidated (cryptographic erasure).

The process is verified using AWS compliance tools like CloudTrail.

O O O O

23. Write a Short Note on Mobile Cloud Computing (MCC)

Mobile Cloud Computing (MCC) is a technology that combines the power of cloud
computing and mobile computing to deliver rich computational resources and storage to
mobile devices through the internet.

It enables mobile applications to offload heavy processing tasks and store large data on the
cloud rather than relying solely on the limited resources of smartphones or tablets.

Definition:
Mobile Cloud Computing can be defined as:

“A model where data storage and processing are performed outside the mobile device, on
cloud servers, and the results are delivered back to the device through wireless networks.”

Architecture of Mobile Cloud Computing:

1. Mobile Device Layer:
o Includes smartphones, tablets, and wearable devices.
o Acts as a front-end interface for users.
2. Network Layer:
o Provides wireless communication between mobile devices and the cloud (via
Wi-Fi, 4G/5G, etc.).
3. Cloud Layer:
o Consists of cloud servers that perform computation, data storage, and
application hosting.
o Managed by cloud service providers like AWS, Azure, or Google Cloud.

Key Features:

o Elastic resource allocation: Users can access scalable computing power on demand.

« Data synchronization: Keeps user data consistent across multiple devices.

« Battery efficiency: Reduces energy consumption by offloading processing to the
cloud.
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Cross-platform accessibility: Applications can run on different mobile operating
systems.

Advantages of Mobile Cloud Computing:

o

Extended battery life — Reduces on-device computation.

Increased storage and processing power — Uses cloud resources instead of limited
device hardware.

Improved performance — Enables complex applications like Al, gaming, and data
analytics.

Data backup and recovery — Automatically stores data on the cloud.

Cost efficiency — Pay-as-you-go model for computing resources.

Challenges:

Network dependency: Requires stable and fast internet connectivity.

Security and privacy: Sensitive user data must be protected during transmission and
storage.

Latency: Delays may occur due to network transmission.

Data synchronization issues: Maintaining real-time updates across devices.

Examples of MCC Applications:

Google Drive / iCloud / Dropbox — Cloud storage and file synchronization.
Mobile Gaming (e.g., NVIDIA GeForce Now) — Game computation handled on
cloud servers.

Speech Recognition & Virtual Assistants — Siri, Alexa, or Google Assistant use
cloud Al models.

24. Write a Short Note on Server-Side Encryption (SSE)

Server-Side Encryption (SSE) is a data protection mechanism used in cloud computing
where the cloud service provider encrypts data at the server level — after it is uploaded
by the user and before it is stored on the cloud storage system.

It ensures that all data at rest (stored data) is automatically encrypted and decrypted by the
cloud provider without requiring user intervention.
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How It Works:

=

A user uploads data to the cloud (e.g., to an S3 bucket or Azure Blob).

2. The cloud provider automatically encrypts the data on the server side before saving
it to disk.

3. When the user downloads the data, the server decrypts it transparently before

sending it back.

Thus, the process is completely managed by the cloud provider — encryption, storage, and
decryption occur behind the scenes.

Types of Server-Side Encryption:

1. SSE-S3 (Provider-Managed Keys):
o The cloud provider manages the encryption keys automatically.
o Example: AWS S3 Server-Side Encryption (SSE-S3).
2. SSE-CMK (Customer-Managed Keys):
o The customer manages their own keys using a Key Management Service
(KMS).
o Example: AWS SSE with AWS KMS or Azure Key Vault.
3. SSE-C (Customer-Provided Keys):
o Customers provide their own encryption keys during data upload.
o The provider uses these keys for encryption but doesn’t store them.

Advantages of Server-Side Encryption:

Automatic and transparent encryption — No need for manual encryption by users.
Enhanced data security — Protects data at rest from unauthorized access.
Compliance-ready — Meets security standards like GDPR, HIPAA, ISO 27001.
Low management overhead — Cloud provider handles encryption and key lifecycle.

Disadvantages:

o Limited user control if provider manages keys.
o Data exposure risk if encryption keys are compromised.
e Vendor lock-in due to provider-specific encryption systems.

Examples of Cloud SSE Services:
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e AWS S3 Server-Side Encryption (SSE-S3 / SSE-KMS / SSE-C)
e Google Cloud Storage Server-Side Encryption
e Microsoft Azure Storage Service Encryption (SSE)

25. Differentiate Between Cloud and Cloudlet

Both Cloud and Cloudlet are computing infrastructures that provide on-demand computing
and storage services.

However, they differ mainly in their scale, location, latency, and purpose — especially
when supporting mobile and edge applications.

Definition Overview

Cloud:

A large-scale centralized computing infrastructure that provides services like
storage, processing, and applications via the internet (e.g., AWS, Azure, Google

Cloud).
Cloudlet:

A small-scale data centre located closer to end users or mobile devices, designed
to provide low-latency and high-bandwidth cloud services at the edge of the

network.

Feature Cloud

Definition A large centralized infrastructure that
provides computing resources over the

internet.

Location Located far from end users (remote data
centres).
Latency High latency due to long network distance.

Computation Power Very high (massive servers and resources).

Storage Capacity Virtually unlimited cloud storage.

Connectivity Requires internet connection to access.

Mobility Support Indirect — depends on network

availability.
Use Cases wWeb hosting, big data analytics, enterprise
applications, &l model training.

Deployment Scale Global and centralized.

Example Amazon Web Services (AWS), Google

Cloud Platform (GCP).

Cloudlet

A small-scale data centre located near users to

support mobile and loT applications.

Located at the network edge (e.g., Wi-Fi
access point, 5G base station).

wWery low latency because of proximity to users.

Moderate — enough to handle local

computation and caching.

Limited storage compared to centralized
clouds.

Can operate with local connectivity or
intermittent cloud access.

Designed to support mobile and real-time
applications directly.

Augmented reality, online gaming, loT data

processing, mobile cloud computing.
Local and distributed (edge-based).

Edge servers in 5G networks, Cisco Edge
Cloud, or AwS wavelength zones.
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