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Unit II — Virtualization

Introduction to Virtualization

Virtualization is the process of creating a virtual version of physical computing resources
such as servers, operating systems, networks, or storage devices. In a non-virtualized
environment, a single operating system runs directly on the hardware. This leads to
underutilization of resources because typically only 10-20% of computing capacity is used,
while the rest remains idle.

With virtualization, hardware resources are abstracted by a software layer called the
hypervisor, which allows multiple virtual machines (VMs) to run simultaneously on the same
physical server. Each VM behaves as if it were a completely independent computer, with its
own operating system and applications, even though it shares the underlying physical
resources with other VMs.

Why Virtualization is Needed

1. Resource Utilization Problem: Without virtualization, many servers operate at low
capacity, leading to wasted resources.

2. Cost Reduction: Instead of buying many physical servers, virtualization enables
consolidation of workloads onto fewer machines.

3. Flexibility: Applications can be deployed quickly in virtual environments.

4. Scalability: Resources can be added or reduced on demand, which is essential for
cloud computing.

Importance in Cloud Computing

Cloud computing relies heavily on virtualization. All three service models of cloud (IaaS,
PaaS, SaaS) depend on the ability to abstract and share resources efficiently.

o Example: Amazon Web Services (AWS) uses virtualization in its Elastic Compute
Cloud (EC2). Customers can launch “instances” (VMs) that run on shared hardware
but behave like dedicated servers.

o Example: Google Cloud uses virtualization for its Compute Engine VMs to provide
scalable and secure infrastructure.

Thus, virtualization is the backbone of cloud computing, enabling elasticity, multi-tenancy,
cost efficiency, and simplified management

Features of Virtualization

Virtualization has several important features that make it effective in cloud environments.
Each of these features addresses limitations of traditional physical systems.
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1. Isolation

Virtual machines are fully isolated from one another.

A failure in one VM does not affect others running on the same host.

This ensures high reliability and stability.

Example: If one VM is running Windows and it crashes, another VM on the same
host running Linux continues unaffected.

2. Encapsulation

e« A VM and its state (OS, applications, configuration) are stored as a set of files.

o These files can be moved, copied, or backed up easily, making VMs portable.

o Example: VMware stores a VM as a .vindk file; copying this file to another host
allows the VM to run there.

3. Hardware Independence

e VMs are decoupled from the physical hardware.

e A VM created on one server can be migrated to another with different hardware
specifications.

o This avoids dependency on vendor-specific hardware.

o Example: A VM created on a Dell server can run on an HP or IBM server, provided
both support virtualization.

4. Resource Pooling

e Multiple VMs share the same physical hardware resources like CPU, RAM, storage,
and network.

e Resources are dynamically allocated and balanced according to demand.

o Example: A server with 64 GB RAM can allocate 16 GB to one VM, 8 GB to
another, and 4 GB to smaller workloads.

5. Live Migration

e Virtualization allows moving a VM from one host to another while it is still running.

e This minimizes downtime and enables load balancing.

o Example: VMware vMotion can migrate a running VM across servers without
interrupting users.

6. Consolidation
e Multiple workloads can be consolidated onto fewer servers.
o This reduces power consumption, physical space, and operational costs.

o Example: Instead of running 10 separate servers at 15% capacity each, the same
workloads can be consolidated into 23 servers running VMs at 70-80% utilization.

7. Centralized Management
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e Virtualization platforms provide centralized management tools (e.g., VMware
vCenter, OpenStack Horizon).

e Administrators can create, monitor, backup, and secure VMs from a single interface.

o This simplifies IT operations and reduces administrative overhead.

Types of Virtualization

Virtualization can be classified into several types depending on which resource is abstracted
from hardware. These types are crucial for enabling cloud computing environments, as they
allow efficient, flexible, and scalable use of infrastructure.

The main types according to the syllabus are:

Storage Virtualization

Network Virtualization

Desktop Virtualization
Application Server Virtualization

Pl (DD

We will study each of them in detail.

Storage Virtualization

Definition

Storage virtualization refers to the pooling of physical storage resources from multiple
devices and presenting them as a single logical storage unit. Users and applications interact
with this logical storage rather than directly managing multiple disks.

Need for Storage Virtualization

¢ In traditional environments, organizations used multiple physical disks across
different servers. Managing this scattered storage was difficult.

o Storage utilization was often inefficient, with some disks overloaded while others
remained idle.

o Backup and recovery were also complex, as administrators had to deal with many
independent devices.

e To solve these issues, storage virtualization introduced a logical abstraction layer that
unified storage management.

How It Works

e A storage virtualization layer sits between physical storage devices and the
applications that use storage.

e Applications send requests to this virtual layer, which then redirects them to
appropriate physical devices.
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e Users see one logical disk, even though data is actually spread across multiple
devices.

Storage Virtuslization
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Types of Storage Virtualization

1. Block-level Virtualization
o Virtualizes storage at the block level (smallest unit of data storage).
o Commonly used in SAN (Storage Area Network).
o Advantages: high performance, transparent to applications.
2. File-level Virtualization
o Virtualizes storage at the file level.
o Commonly used in NAS (Network Attached Storage).
o Advantages: simplifies file access across servers, better for unstructured data.

Advantages
e Simplified management — All disks can be managed from one console.
o Improved utilization — Idle space on one device can be allocated to other workloads.
e Scalability — New devices can be added without downtime.
o Better backup/recovery — Snapshots and replication can be done at the virtual layer.

Examples
o EMC VPLEX - enterprise storage virtualization.
o IBM SAN Volume Controller.
e NetApp ONTAP.

Use Case Example
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An e-commerce company handling large amounts of customer data uses block-level
virtualization with a SAN. This ensures that their databases run faster, storage is utilized
efficiently, and recovery in case of disk failure is simplified.

Network Virtualization
Definition

Network virtualization abstracts network resources such as switches, routers, and bandwidth
into logical units. Instead of dealing with physical wires and hardware, administrators work
with virtualized networks.

Need for Network Virtualization

¢ Traditional networks were rigid. Each new service required reconfiguring routers and
switches.

o Traffic congestion and inefficient utilization were common.

¢ Cloud computing requires flexibility and dynamic allocation of bandwidth.

How It Works

o A software-defined layer sits above the physical network.
o This layer creates virtual networks that can be customized without touching hardware.
¢ Each virtual network can have its own topology, addressing scheme, and policies.

Private

Database
Connection

Public

Technologies Used

1. VLANSs (Virtual LANs)
o Partition a single switch into multiple logical networks.
o Used for isolating traffic in enterprises.
2. VPNs (Virtual Private Networks)
o Create secure tunnels across public networks.
o Widely used for remote employee access.
3. SDN (Software-Defined Networking)
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o Separates the control plane from the data plane.
o Provides programmability and flexibility.
o Example: Google’s Andromeda SDN platform.

Advantages
e Security: Traffic can be segmented and isolated.
o Efficiency: Bandwidth can be dynamically allocated.
o Flexibility: New networks can be created quickly.
o Cost Saving: Fewer physical devices required.

Examples

e VMware NSX (data center network virtualization).
e Cisco ACI (Application Centric Infrastructure).
¢ Google Andromeda (used in Google Cloud).

Use Case Example

A multinational company uses SDN-based network virtualization to connect its branches.
This allows them to manage traffic flows from one central software controller rather than
configuring hundreds of routers manually.

Desktop Virtualization

Definition

Desktop virtualization allows a user’s desktop environment (OS, apps, data) to run on a
server in a data center, rather than on the local PC. Users access this desktop remotely
through thin clients or web browsers.

Need for Desktop Virtualization

o Enterprises often have thousands of employees. Installing and updating applications
on each desktop is time-consuming.

o Sensitive data stored on employee PCs is insecure.

o Remote working and BYOD (Bring Your Own Device) trends require flexible
desktop access.

How It Works

e Desktops are hosted on a central server or cloud.

o Each user gets a virtual desktop session.

e Users connect through RDP (Remote Desktop Protocol), Citrix ICA, or VMware
PColIP.
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Advantages

o FEasy updates — Install software once on the server, available to all.
e High security — Data remains on the server, not on user devices.
¢ Device independence — Same desktop can be accessed from PCs, tablets, or

smartphones.
o Disaster recovery — If a laptop is stolen, data is still safe on the server.
Examples
e Citrix XenDesktop.
e VMware Horizon.

¢ Microsoft VDI (Virtual Desktop Infrastructure).

Use Case Example
A bank implements desktop virtualization for its employees. Staff members can log in to their

secure desktop environment from branches, offices, or home PCs. Sensitive customer data
never leaves the central server.

Application Server Virtualization

Definition

Application server virtualization centralizes the execution of applications on servers, with
users accessing them remotely instead of installing them locally.

Need for Application Server Virtualization
e Large organizations use hundreds of applications. Installing them on every PC leads
to version mismatches and licensing issues.

e Application performance varies depending on the PC hardware.
o Centralizing applications reduces cost and ensures consistency.
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How It Works

o Applications are installed once on the central server.

e Users run the application remotely, with only the user interface transmitted to the
client.

e Processing and data remain on the server.

Advantages

Lower maintenance — Updates applied once at the server level.

Improved performance — Apps run on powerful servers, not weak client PCs.
Security — Data is processed and stored at the server.

Licensing compliance — Easier to manage software licenses.

Examples

e Microsoft Remote Desktop Services.
o Citrix Virtual Apps (formerly XenApp).

Use Case Example
A university uses application server virtualization to provide students access to expensive

engineering software (like MATLAB or AutoCAD). Instead of installing on each lab
computer, the software runs on a central server and students access it via thin clients.

Virtualization Technologies — VMware

Introduction to VMware

VMware is one of the leading providers of virtualization technology and is considered the
pioneer of x86 virtualization. It provides a suite of products that enable server, desktop, and
application virtualization. VMware virtualization software creates a layer between hardware
and operating systems, allowing multiple operating systems to run on a single physical
machine in the form of virtual machines (VMs).

The company introduced VMware Workstation in 1999, which allowed users to run multiple
operating systems on their desktop computers. Over time, VMware evolved into a complete

virtualization platform used in enterprise data centers, supporting both small-scale and large
cloud deployments.

VMware Architecture

VMware follows a layered architecture:
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1. Hardware Layer — Consists of the physical server, including CPU, memory, storage,
and network interface cards.

2. VMware Hypervisor (ESX/ESXi) — A Type-1 hypervisor that runs directly on the
hardware and manages the creation and execution of virtual machines.

3. Virtual Machine Monitor (VMM) — Controls the execution of guest operating
systems and ensures resource isolation.

4. Service Console (for ESX) / Direct Console User Interface (for ESXi) — Provides
administrative access for managing the host.

5. Virtual Machines — Each VM has its own virtual CPU, memory, storage, and virtual
network interface.

VMware ESX and ESXi

e VMware ESX: Earlier hypervisor that included a Linux-based service console for
management.

e VMware ESXi: A lighter version introduced later, with no service console, reduced
footprint, and higher security. It is now the industry standard.

Key differences:
Feature ESX ESXi
Service Console | Present Removed (replaced by DCUI)
Footprint Large (~2 GB) Small (~100 MB)
Management Console + vSphere Client | vSphere Client / API
Adoption Legacy Current standard

Features of VMware Virtualization

1. VMotion — Enables live migration of running virtual machines between physical
hosts without downtime.

2. Storage VMotion — Allows migration of virtual disks from one datastore to another
without VM downtime.
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3. High Availability (HA) — Automatically restarts VMs from a failed host on another
available host.

4. Distributed Resource Scheduler (DRS) — Balances workloads dynamically across
hosts in a cluster using VMotion.

5. Fault Tolerance (FT) — Provides continuous availability for VMs by creating a live
shadow instance on another host.

6. Snapshots — Captures the state of a VM at a particular point in time; useful for
backup, testing, and rollback.

7. Templates and Cloning — Simplifies VM deployment and provisioning.

8. Resource Management — CPU, memory, and storage resources can be allocated
dynamically to VMs.

VMware vSphere

VMware vSphere is the complete virtualization platform offered by VMware. It includes:

ESXi Hypervisor — Core virtualization layer.

vCenter Server — Centralized management platform.

vSphere Client — Interface to manage hosts and VMs.

vSphere SDKs and APIs — Enable automation and third-party integration.

With vSphere, enterprises can build a Virtualized Data Center (VDC) where computing,
storage, and networking are pooled and delivered as a service.

Advantages of VMware Virtualization

o Efficient Resource Utilization: Higher CPU and memory utilization than traditional

Servers.

Cost Savings: Reduced hardware, power, and cooling requirements.

Scalability: Easy to add new VMs and resources as demand grows.

Flexibility: Supports multiple operating systems on the same physical machine.

Improved Availability: With HA, FT, and DRS, workloads remain available even in

case of failures.

o Centralized Management: vCenter provides administrators with complete visibility
and control.

Limitations of VMware

¢ Licensing costs are high compared to open-source hypervisors.

e Requires specialized skills for installation and management.

¢ Performance overhead may exist compared to bare-metal deployments (though
minimal in modern ESXi).
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Xen Virtualization Technology

Introduction

Xen is an open-source Type-1 (bare-metal) hypervisor that allows multiple operating systems
to run on the same physical hardware. It originated as a research project at the University of
Cambridge Computer Laboratory and later became widely adopted in both academic and
commercial environments.

Xen is known for using a method called paravirtualization, where the guest operating system
1s modified to interact efficiently with the hypervisor. This approach reduces the performance
overhead typically associated with full virtualization.

Over time, Xen also added support for hardware-assisted virtualization (Intel VT-x and
AMD-V), enabling unmodified operating systems like Windows to run as virtual machines.

Architecture of Xen

The Xen architecture is layered and includes the following main components:

1. Hypervisor Layer
o Runs directly on the physical hardware.
o Handles CPU scheduling and memory management.
o Provides isolation between virtual machines.
2. Domain 0 (Dom0)
o The first and most privileged virtual machine created at boot.
o Has direct access to hardware and manages device drivers.
o Runs a modified Linux kernel.
o Responsible for creating and managing other VMs (DomU).
3. Domain U (DomU)
o Unprivileged virtual machines created and managed by Dom0.
o Can be either paravirtualized (modified OS) or fully virtualized (using
hardware extensions).
o Run guest operating systems like Linux, Windows, or BSD.

Dom0 DomU DomU DomU
PV backends PV Frontends PV Frontends PV Frontends
HW drivers
Xen
Hardware
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Types of Virtualization in Xen

1. Paravirtualization (PV)
o Guest OS is modified to communicate directly with the hypervisor.
o Provides better performance due to reduced overhead.
o Limitation: Requires OS modification (Linux/Unix supports, but Windows
doesn’t natively).
2. Hardware-assisted Virtualization (HVM)
o Uses CPU extensions (Intel VT-x, AMD-V).
o Allows running unmodified guest OS (like Windows).
o Includes support for virtual BIOS, virtual devices, and I/O emulation.
3. PV-on-HVM
o Combines both methods: runs HVM guests with PV drivers.
o Improves performance of hardware-assisted VMs by using paravirtualized

drivers.
Key Features of Xen
e Security and Isolation: Strong separation between VMs through hypervisor-level
isolation.
o Lightweight Hypervisor: Small code base, making it efficient and less prone to
vulnerabilities.

¢ Scalability: Can host many virtual machines on a single server.

e Live Migration: Supports moving running VMs between physical hosts with
minimal downtime.

e Support for Multiple OS: Can run Linux, Windows, BSD, Solaris, etc.

¢ Open-source Ecosystem: Backed by the Xen Project, with contributions from Citrix,
Intel, and community developers.

Advantages of Xen

High performance using paravirtualization.

Strong isolation for secure environments.

Flexible: supports both paravirtualized and hardware-assisted virtualization.
Open source — free to use and customize.

Adopted by major cloud providers (Amazon Web Services initially built EC2 on
Xen).

Limitations of Xen

¢ Paravirtualization requires OS modification, which is not always feasible.

e Hardware-assisted virtualization performance lags behind VMware in some
workloads.

e Management is more complex compared to commercial products like VMware
vSphere.

e Requires expertise for setup and tuning.
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Examples and Use Cases

e Amazon EC2: Originally built on Xen hypervisor to run millions of customer VMs.

¢ Citrix XenServer: Commercial distribution of Xen with additional enterprise
features.

e Academic Research: Xen is widely used in universities and labs for studying
virtualization and cloud.

Comparison: Xen vs VMware

Feature Xen VMware ESXi
Type Type-1 Hypervisor Type-1 Hypervisor
Approach Paravirtualization + HVM Full virtualization (with hardware assist)
Management | Dom0 manages VMs vCenter/vSphere manage hosts & VMs
Licensing Open Source Proprietary (commercial licenses)
Adoption AWS EC2, Citrix XenServer | Enterprise data centers

Kernel-based Virtual Machine (KVM)

Introduction

KVM (Kemel-based Virtual Machine) is an open-source virtualization technology built into
the Linux kemnel. It was introduced in 2007 and quickly became one of the most popular
hypervisors due to its integration with Linux and support from the open-source community.

Unlike VMware and Xen (which are independent hypervisors), KVM transforms the Linux
operating system itself into a Type-1 hypervisor. This is achieved by using hardware-assisted
virtualization extensions provided by Intel (VT-x) and AMD (AMD-V).

With KVM, each virtual machine is implemented as a regular Linux process, scheduled and
managed by the Linux kernel. This tight integration provides scalability, performance, and
security advantages.

Architecture of KVM
The KVM architecture relies on both the Linux kernel and the QEMU emulator.

1. Linux Kernel
o The Linux kemel includes KVM modules (kvm.ko, kvm-intel. ko, kvm-
amd. ko).
o These modules provide the core hypervisor functionality and interface with
hardware virtualization extensions.
o The Linux scheduler manages virtual CPUs (vCPUs) as normal Linux
processes/threads.
2. QEMU (Quick Emulator)
o QEMU is used along with KVM to emulate hardware devices for VMs.
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o Provides virtual disk, virtual network interfaces, and other I/O devices.
o Together, KVM + QEMU allow running a wide variety of guest operating
systems.
3. Guest Virtual Machines
o Each VM has its own virtual CPU, memory, storage, and devices.
o VMs run as user-space processes but are isolated by the hypervisor.

Features of KVM

1. Type-1 Hypervisor through Linux
o KVM runs directly on hardware, so it is a bare-metal hypervisor.
o But since it is part of Linux, it also has the flexibility of a general-purpose OS.
2. Hardware-assisted Virtualization
o Requires Intel VT-x or AMD-V support.
o Without these CPU features, KVM cannot run VMs.
3. Security
o Leverages Linux security modules like SELinux and sVirt for VM isolation.
o Provides strong separation between VMs.
4. Performance
o Supports near-native performance due to hardware acceleration.
o Performance improves further with paravirtualized drivers (VirtIO).
5. Scalability
o Can host hundreds of VMs on a single server (depending on resources).
o Supports large VM sizes (multiple vCPUs, TBs of RAM).
6. Live Migration
o VMs can be migrated across physical hosts with minimal downtime.
7. Storage & Networking
o Uses Linux storage stack (LVM, iSCSI, NFS) for VM disks.
o Uses Linux networking (bridges, VLANs, Open vSwitch) for VM
connectivity.

Advantages of KVM

e Open Source — Freely available and backed by Red Hat, IBM, and Linux community.
¢ Linux Integration — Uses existing Linux kernel features (scheduling, memory
management, security).
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Performance — Near-native speed for workloads.

Flexibility — Supports Linux, Windows, BSD, and other guest operating systems.
Security — SELinux and AppArmor provide additional security layers.

Cloud Adoption — KVM is the default hypervisor in OpenStack, a widely used open-
source cloud platform.

Limitations of KVM

e Requires hardware support (VT-x or AMD-V).

e Management can be complex compared to VMware (needs additional tools like
libvirt, oVirt, OpenStack).

e Performance tuning requires Linux expertise.

o Slightly less polished management tools compared to commercial platforms.

Examples and Use Cases

¢ Red Hat Enterprise Virtualization (RHEV): Enterprise-grade virtualization
platform built on KVM.

e OpenStack Cloud: Uses KVM as the default hypervisor to run large-scale clouds.

¢ Google Cloud Platform: Initially used KVM as part of its virtualization layer.

o Enterprises and ISPs: Many prefer KVM due to its open-source nature and cost-
effectiveness.

Comparison: KVM vs VMware vs Xen

Feature KVM VMware ESXi Xen
Type Type-1 (via Linux | Type-1 Type-1
kemnel)
Base OS Integrated in Linux | Proprietary Requires Dom0 (Linux)
Licensing Open source Proprietary (paid) | Open source (Citrix version
commercial)
Guest OS Linux, Windows, | Linux, Windows, | Linux, Windows, BSD
Support BSD Unix
Cloud Adoption | OpenStack default | Widely in Used in AWS (earlier)
enterprises
Management libvirt, oVirt, vCenter XenCenter, OpenXenManager
Tools OpenStack

Virtual Machine Lifecycle

Introduction

A Virtual Machine (VM) lifecycle refers to the complete set of stages a VM goes through —
from its creation to its retirement/deletion.
Understanding the lifecycle is important because it helps administrators plan, allocate
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resources efficiently, maintain performance, and enforce security policies across the cloud
environment.

Just like physical servers have a lifecycle (procurement — deployment — usage —
decommissioning), VMs also follow a systematic process, but with greater flexibility and
automation.

Phases of VM Lifecycle

1. VM Creation

o Definition: The process of defining and allocating virtual hardware resources to a
new VM.
e Steps involved:
1. Select guest OS type (Windows, Linux, etc.).
2. Allocate resources (vVCPU, vVRAM, disk, NIC).
3. Configure VM settings (BIOS/UEFI, firmware type, virtualization extensions).
o Example: In VMware vSphere, when you “Create New VM,” you select the VM
hardware version, number of CPUs, memory size, and disk type.

2. Provisioning

¢ Definition: Installing the operating system and required applications on the VM.
o Types of provisioning:
o Manual provisioning: Install OS from ISO and then configure manually.
o Template-based provisioning: Use pre-configured VM templates for rapid
deployment.
o Automated provisioning: Use tools like vSphere Auto Deploy, OpenStack
Heat, or Ansible to automatically create and configure VMs.
o Importance: Standardizes configurations and reduces deployment time.

3. Operation (Running State)

¢ Once provisioned, the VM enters its operational phase.
o It executes workloads just like a physical machine.
¢ Admins monitor performance (CPU usage, memory usage, network throughput,
storage I/O).
e Tasks include:
o Running applications.
o Handling user sessions.
o Performing backups and snapshots.

4. Migration

¢ Definition: Moving a VM from one host or datastore to another.
o Types:
o Cold Migration: VM is powered off during transfer.
o Live Migration: VM continues running while being moved (e.g., VMware
vMotion, XenMotion, KVM live migration).
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o Benefits:
o Load balancing.
o Hardware maintenance without downtime.
o Fault tolerance and disaster recovery.

5. Consolidation

¢ Definition: Combining workloads from multiple underutilized VMs onto fewer
Servers.

e Purpose: Improves resource utilization and reduces costs.

o Example: Instead of running 10 small VMs on separate servers, they can be
consolidated into 3—4 servers with higher efficiency.

e Tool Support: VMware DRS, OpenStack Nova scheduler.

6. Monitoring & Management

o Continuous monitoring is essential to ensure VM health and performance.
e Parameters monitored: CPU usage, memory ballooning/swapping, disk latency, and
network bandwidth.
¢ Tools: VMware vCenter, OpenStack Horizon, KVM/libvirt tools.
¢ Management tasks include:
o Applying patches and updates.
o Allocating additional resources (vCPU, VRAM).
o Configuring security policies.

7. Backup & Recovery

e Snapshots: Capture VM state for quick rollback (short-term only).

o Backups: Use VM-level or application-level backup tools for long-term recovery.

o Disaster Recovery (DR): Replication of VMs to remote sites (VMware SRM,
OpenStack Cinder replication).

8. Suspension/Pausing

e Temporarily suspends a VM, saving its state to disk.
o Useful for maintenance without shutting down workloads completely.
e When resumed, the VM continues from the exact point it was suspended.

9. Decommissioning/Retirement

¢ When a VM is no longer required, it is decommissioned.
e Steps:
o Archive important data.
o Remove from inventory.
o Delete VM files from datastore.
o Importance: Prevents VM sprawl (unused VMs consuming resources).

Key Points to Remember
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¢ VM lifecycle is more dynamic and flexible than physical server lifecycle.

e Automation tools help speed up provisioning, migration, and retirement.

e Proper lifecycle management avoids resource wastage and ensures security
compliance.

Example Case Study

A software company runs multiple test environments on VMs.

e New test VMs are created daily from templates.

o After testing, they are migrated to lower-cost storage.

o Weekly, old VMs are decommissioned to free resources.
This systematic lifecycle management prevents VM sprawl and keeps costs under
control.

Virtual Machine Migration

Introduction

Virtual Machine (VM) migration is the process of moving a VM from one physical host to
another, or from one storage location to another.

Migration is an essential feature of virtualization that supports load balancing, fault tolerance,
system maintenance, and energy efficiency in cloud environments.

VM migration can be carried out in two main ways:

1. Cold Migration (offline migration).
2. Live Migration (online migration).

1. Cold Migration

¢ Definition: Moving a VM when it is powered off.
Steps:

1. Power down the VM.

2. Transfer VM files (configuration + virtual disks) to another host or datastore.

3. Register and restart VM on the target host.
Advantages:

o Simple and reliable.

o No impact on running workloads.
Disadvantages:

o Requires downtime.

o Not suitable for critical production systems.
Use Cases:

o Maintenance of development/test VMs.

o Relocating VMs during planned downtime.

2. Live Migration
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¢ Definition: Moving a VM while it is still running, without interrupting services.
e How it works:
o VM’s memory pages, CPU state, and I/O connections are copied from the
source host to the destination.
Updates are continuously synchronized until the VM is ready to switch over.
The switchover happens in milliseconds, making downtime nearly
unnoticeable.
e Advantages:
o Minimal service disruption.
o Enables load balancing across hosts.
o Allows hardware maintenance without shutting down VMs.
e Disadvantages:
o Requires high network bandwidth and shared storage.
o Slight performance overhead during migration.
e Use Cases:
o Migrating workloads during hardware upgrades.
o Balancing VM load dynamically across cluster nodes.
o Disaster recovery and failover support.

3. Types of Live Migration

1. Pre-copy Migration
o The VM’s memory is copied to the target while it is still running.
o Modified pages (“dirty pages”) are repeatedly copied until the number of dirty
pages is small.
o Finally, the VM is paused briefly, remaining pages are copied, and execution
resumes on the target.
o Pros: Minimizes downtime.
o Cons: High network usage due to multiple copies.
2. Post-copy Migration
o VM is paused and a minimal state (CPU registers, small memory portion) is
transferred to the target.
o VM resumes immediately at the target, and remaining memory pages are
fetched on demand from the source.
o Pros: Reduces duplicate data transfer.
o Cons: If the network fails, VM may crash since it relies on the source.
3. Hybrid Migration
o Combines pre-copy and post-copy techniques.
o Reduces both downtime and network overhead.

4. Storage Migration

e Sometimes, a VM’s storage (VMDK files, disk images) must be moved to another
datastore.
e Cold Storage Migration: Done when VM is powered off.
e Storage vMotion (VMware): Allows live migration of VM’s disk files without
downtime.
e Use Cases:
o Balancing datastore utilization.
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o Moving VMs from expensive storage to cheaper storage.

5. Challenges in VM Migration

1. Network Overhead — Large VMs with high memory usage require significant
bandwidth.

2. Downtime Sensitivity — For mission-critical applications, even milliseconds of
downtime matter.

3. Shared Storage Dependency — Live migration often requires shared SAN/NAS
storage.

4. Security Risks — Data in transit may be exposed if not encrypted.

5. Resource Contention — Source and destination hosts must have sufficient spare
resources.

6. Benefits of VM Migration

Load Balancing: Distributes workloads evenly across hosts.

High Availability: Enables recovery during hardware failures.

Hardware Maintenance: Servers can be upgraded or patched without stopping VMs.
Energy Efficiency: VMs can be consolidated on fewer hosts during off-peak hours
(unused servers powered down).

o Disaster Recovery: Facilitates moving VMs to safe locations during emergencies.

7. Examples in Popular Platforms

VMware vMotion & Storage vMotion — Industry standard for live migration.
XenMotion (Xen Hypervisor) — Provides live migration in Xen environments.
KVM/QEMU - Supports live migration with pre-copy and post-copy approaches.
Microsoft Hyper-V Live Migration — Enables both host and storage migration.

8. Comparison Table: Cold vs Live Migration

Feature Cold Migration Live Migration
VM State Powered off Running
Downtime High (minutes) Negligible (milliseconds)
Complexity Simple Complex
Network Low High
Requirement
Use Case Maintenance of non-critical Production workloads, load

VMs balancing
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Virtual Machine Consolidation

Introduction

In traditional IT setups, physical servers were often underutilized, with CPU usage as low as
10-15%. Each application required a dedicated server, leading to server sprawl — a situation
where organizations had to manage too many servers consuming space, power, and cooling.

Virtual Machine Consolidation is the process of combining multiple underutilized physical
servers into fewer machines by running multiple virtual machines (VMs) on them. It
optimizes hardware usage, lowers costs, and simplifies management.

Consolidation is one of the biggest benefits of virtualization and is a foundation of green
computing in cloud data centers.

Concept of Consolidation

o Instead of deploying one server per application, multiple applications can run as
isolated VMs on the same physical machine.

e The hypervisor allocates resources (CPU, memory, storage, network) dynamically,
ensuring performance and isolation.

e Workloads are balanced across available hosts, avoiding over-provisioning and idle
hardware.

Benefits of VM Consolidation

1. Improved Resource Utilization
o Hardware resources (CPU, memory, storage) are shared among VMs.
o Prevents waste due to idle servers.
2. Cost Savings
o Fewer physical servers reduce capital expenditure (CapEx).
o Lower operational expenditure (OpEX) for power, cooling, and maintenance.
3. Simplified Management
o Centralized tools (e.g., VMware vCenter, OpenStack, oVirt) manage
consolidated workloads.
4. Green Computing
o Reduced energy consumption — lower carbon footprint.
5. Scalability
o Easy to provision new VMs without buying new hardware.

Consolidation Ratio

¢ The consolidation ratio defines how many VMs can run on a single physical host.
o Example: A consolidation ratio of 10:1 means one host runs 10 VMs.
e The ratio depends on:

o CPU and memory capacity of the host.

o Workload type (CPU-intensive vs I/O-intensive).
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o Overcommitment policies (especially memory).

Techniques for VM Consolidation

1. Server Consolidation
o Replaces multiple physical servers with fewer, more powerful hosts running
VMs.
2. Storage Consolidation
o Pools distributed storage into centralized systems accessible by all VMs.
o Achieved using SAN, NAS, or software-defined storage (e.g., VMware
vSAN).
3. Network Consolidation
o Virtualizes and consolidates networking resources (switches, firewalls) into
fewer physical devices.

Dynamic Consolidation

¢ Inmodem clouds, VM consolidation is not static.
¢ Dynamic consolidation adjusts VM placement automatically based on workload

demand.

e VM Migration (vMotion, XenMotion, KVM live migration) is used to move VMs
between hosts.

e Helps in:

o Load balancing.
o Energy efficiency (shutting down underutilized servers).

Challenges in VM Consolidation

1. Performance Degradation
o Iftoo many VMs are consolidated, resource contention may cause latency.
2. Single Point of Failure
o Hosting many VMs on one server increases risk if that server fails (can be
mitigated with HA/FT).
3. Resource Overcommitment
o Aggressive overcommitment of CPU/memory may lead to swapping and poor
performance.
4. Security Risks
o Multi-tenancy increases the importance of isolation between VMs.

Case Study Example

e An enterprise with 100 physical servers, each running at 15% utilization.

e After virtualization and consolidation:
o Workloads run on 20 powerful hosts, each at 75% utilization.
o 80 servers decommissioned — saved cost of electricity, cooling, and space.
o Achieved 5:1 consolidation ratio.
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Comparison: Before vs After Consolidation

Aspect Before Consolidation After Consolidation
Servers Many (one per app) Few (multiple VMs per host)
Utilization 10-20% 70-80%

Cost High (CapEx + OpEx) | Reduced
Energy High consumption Lower consumption
Management | Complex (server sprawl) | Simplified

Virtual Machine Management

Introduction

Virtual Machine (VM) Management refers to the processes, tools, and techniques used to
create, configure, monitor, optimize, secure, and eventually retire virtual machines in a
virtualized environment.

Since VMs are software-defined servers, they are easy to create, clone, and deploy. However,
this flexibility often leads to VM sprawl — uncontrolled growth of VMs consuming
resources unnecessarily. Hence, proper VM management is critical to ensure performance,
security, and cost efficiency in cloud data centers.

Objectives of VM Management

Efficient allocation of resources (CPU, memory, storage, network).
Monitoring performance and ensuring availability.

Maintaining security and isolation between VMs.

Enforcing policies to prevent sprawl and resource wastage.
Supporting automation for provisioning and scaling.

Simplifying administration through centralized tools.

O o Sl R

Phases of VM Management

1. VM Provisioning & Deployment

e Involves creating new VMs based on workload requirements.
e Methods:
o Manual provisioning — step-by-step creation.
o Template-based deployment — preconfigured images for fast provisioning.
o Automated provisioning — tools like VMware vSphere Auto Deploy,
OpenStack Heat, or Ansible.
¢ Goal: Reduce setup time and enforce standard configurations.

2. Resource Management
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e Each VM is allocated vCPU, VRAM, storage, and networking resources.
e Policies:
o Reservations: Guarantee minimum resources.
o Limits: Restrict maximum usage.
o Shares: Define priority among VMs.
e Overcommitment strategies:
o Memory overcommitment (TPS, ballooning in VMware).
o CPU time-slicing.
e Ensures fair sharing and prevents resource starvation.

3. Performance Monitoring

e Metrics to monitor:
o CPU utilization, CPU ready time.
o Memory usage, swapping, ballooning.
o Disk latency, IOPS.
o Network throughput, packet loss.

o VMware vCenter performance charts.
o esxtop in VMware / virsh top in KVM.
o OpenStack Ceilometer for cloud metrics.
¢ Helps detect bottlenecks and take corrective action.

4. VM Migration Management

e Migrating VMs to balance load or perform maintenance.
e DPolicies:

o Load balancing (via VMware DRS or OpenStack Nova scheduler).

o Maintenance migration to allow hardware upgrades.

o Energy efficiency by consolidating VMs and powering down idle servers.
e Tools: VMware vMotion, XenMotion, KVM Live Migration.

5. Security & Access Control

e Each VM must be isolated to prevent attacks across tenants.
¢ Mechanisms:
o Role-based access control (RBAC) for administrators.
o Encryption of VM files and storage.
o Firewall and network security policies.
o Monitoring for VM escape or hypervisor attacks.
e Example: VMware VM Encryption, SELinux in KVM, Xen’s isolation model.

6. Backup and Disaster Recovery

Snapshots: Capture VM state (short-term use).

Backups: Long-term recovery via agentless VM backups.

Disaster Recovery (DR): Replication of VMs across sites.

Tools: VMware Site Recovery Manager (SRM), OpenStack Cinder replication.
Ensures data protection and business continuity.
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7. Automation and Orchestration

e Large environments require automation for efficiency.
e Tools:

o VMware vRealize Suite.

o Red Hat oVirt (KVM).

o OpenStack Heat templates.
o Automates:

o Provisioning.

o Scaling up/down resources.

o Self-service portals for end-users.

8. Decommissioning (VM Retirement)

e When VMs are no longer needed:
o Archive important data.
o Unregister VM from inventory.
o Delete VM files to free storage.
e Prevents VM sprawl and ensures resources are reclaimed.

Challenges in VM Management

VM Sprawl — Uncontrolled VM creation leads to wasted resources.
Performance Issues — Overcommitment may degrade performance.

Security Risks — Improper isolation or patching may expose VMs to attacks.
Complexity — Large environments with thousands of VMs are difficult to manage
without automation.

5. Compliance — Enforcing policies across multiple tenants.

ot o> N

Tools for VM Management

VMware vCenter — Centralized management of VMware ESXi hosts and VMs.
XenCenter — Management tool for Xen hypervisor.

oVirt / libvirt / virt-manager — Open-source management tools for KVM.
OpenStack Horizon — Dashboard for managing VMs in OpenStack.

Microsoft System Center VMM (SCVMM) — For Hyper-V environments.

Example: VM Management in VMware

Create VM using template.

Assign CPU/memory reservations.

Place VM into a resource pool.

Monitor performance in vCenter.

Backup with VADP + CBT.

Apply security via RBAC and encryption.
Retire VM after project ends.

S Qi BN B

Comparison: Manual vs Automated VM Management
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Aspect Manual Automated
Provisioning | Time-consuming Fast and consistent
Scaling Requires admin action | Dynamic, policy-driven
Monitoring | Reactive Proactive (alerts, Al-based)
Errors Higher chance Reduced errors
Suitability | Small environments Large-scale data centers

Advantages and Disadvantages of
Virtualization

Introduction

Virtualization is the foundation of cloud computing and modern data centers.
It provides abstraction of hardware resources and allows multiple virtual machines (VMs) to
run on the same physical server, improving efficiency and flexibility.

While virtualization offers many benefits, it also introduces challenges such as complexity,
performance overhead, and licensing costs.
Understanding both sides is crucial for exam answers and real-world applications.

Advantages of Virtualization

1. Better Resource Utilization

e Physical servers often run at only 10-20% utilization.

e Virtualization enables multiple VMs on a single server, pushing utilization to 70—
80%.

e Leads to efficient use of CPU, memory, storage, and network resources.

2. Cost Savings
e Reduces the need for purchasing additional physical servers.
e Saves on hardware costs (CapEx) and operational costs (OpEx) like power, cooling,

and maintenance.
o Example: Instead of 10 servers, workloads can be consolidated onto 23 servers.

3. Flexibility and Scalability
o Easy to create, clone, or delete VMs as per demand.
e Supports scaling up/down resources (CPU, RAM) without buying new hardware.
e Cloud providers (AWS, Azure, GCP) use virtualization to deliver on-demand
elasticity.

4. High Availability and Business Continuity
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e Virtualization platforms provide:
o VM Migration (vMotion, XenMotion, KVM Live Migration) — zero
downtime during host maintenance.
o High Availability (HA): VMs restart automatically on another host after
failure.
o Fault Tolerance (FT): Continuous availability with shadow VMs.
¢ Improves system uptime and disaster recovery readiness.

S. Simplified Management
e Centralized tools (vCenter, OpenStack Horizon, oVirt) allow:
o Monitoring performance.
o Applying policies.
o Automating provisioning and scaling.
¢ Reduces administrative burden.

6. Security Isolation
e FEach VM is sandboxed from others.
o Ifone VM crashes or is attacked, others remain unaffected.

e Role-based access control and encryption enhance security.

7. Support for Legacy Applications

e Old OS or software can run inside VMs even on modern hardware.
o Helps organizations avoid compatibility issues.

8. Green Computing

o Fewer physical servers = reduced energy consumption.
o Helps organizations meet sustainability and carbon footprint goals.

Disadvantages of Virtualization

1. Performance Overhead
¢ Despite efficiency, virtualized environments may have some latency compared to
bare-metal servers.

e High I/O workloads (databases, real-time apps) may experience reduced performance.

2. Complexity

e Requires specialized skills to design, deploy, and manage.
e Misconfiguration can cause downtime or security issues.

3. Licensing and Cost

e Proprietary solutions like VMware vSphere are expensive.
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e Licensing fees for advanced features (DRS, FT, vSAN) may be high.
o Training costs for administrators add to expenses.

4. Single Point of Failure

o Hosting multiple VMs on one physical server creates dependency.
o Ifthe host fails, many workloads are impacted (though HA/FT can reduce this risk).

5. Resource Contention

e Overcommitting CPU or memory can lead to bottlenecks.
o For example, too many VMs on one host may cause ballooning, swapping, and
degraded performance.

6. Security Risks

e Vulnerabilities in the hypervisor could affect multiple VMs (e.g., “VM escape”
attacks).

e Requires constant patching and monitoring.
7. VM Sprawl

o Ease of creating VMs may lead to uncontrolled growth.
o Increases storage consumption and management overhead.

Comparison Table

Aspect Advantages Disadvantages
Resource Utilization | Higher efficiency (70-80%) | Risk of overcommitment
Cost Saves CapEx & OpEx High licensing/training cost
Flexibility Easy to create/clone VMs Can lead to VM sprawl
Availability HA, FT, Migration features | Single point of failure if unmanaged
Management Centralized control Complexity in large environments
Security Strong isolation Hypervisor vulnerabilities possible
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